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Routing and Remote Access Service


	As we all know Microsoft is constantly trying to out perform it's compeditiors (IE everyone), even if that means outside the realm of software. In mid 1998 Microsfot introduced Routing and Remote Access service (RRAS) as a replacement for their Multi-Protocol Router (MPR v1) service. MPR was orginally designed to allow a normal workstation to act as a router, howerver MPR v1 was very limited in it's routing protocols, allowing only RIP v1, RIP v2, and static routing, MPR also lacked ease of use, or any type of graphical user interface MPR also seriously lacked compatibility with existing RIP routers. Because of these limitations MPR was rarely ever used, Microsoft saw this and remedied the problem by releaseing RRAS, a free add on to the NT 4 OS which is now standard on Windows 2000 systems. RRAS still provides RIP v1 and v2 supprt along with static routing, but now included the OSPF protocol as well which has become the more popular private networking protocol, in additon Microsoft also created a routing application interface in the hopes that vendors such as 3COM and Cisco would develop drivers for their propritary routing protocols making any worstation running RRAS complatible with their hardware based routers, the API also porvided simpler configuration. Microsoft also added new features such as virtual private networking (VPNs), and Dial-on-Demand Routing making RRAS a very robust service. RRAS can make use of a large variety of inexpensive hardware such as any complatible NIC, standard modem, ISDN modem, or any number of other WAN devices making RRAS an inexpensive alternative to dedicated hardware routers.


	Configuring RRAS' individual services can be somewhat difficult, forunetly Microsoft provides a Routing and Remote Access Server Setup Wizard in Windows 2000 Server to simplify configuration of the Routing and Remote Access service based on a pre-determined role, the wizard provides the ability to configure: Internet connection server, Remote access server, Virtual private nbetwork server, and of course normal router configuratons. With the Internet connection server option, the Routing and Remote Access server operates in the role of a network address translator (NAT) to create a translated connection between the Internet and your network. A NAT translates addresses for packets that are forwarded between networked and Internet hosts. With the Remote access server option, the Routing and Remote Access server operates in the role of a dial-up remote access server. A remote access server authenticates remote access users and acts as a gateway between remote access client computers and your network. Services that are typically available to a LAN-connected user (for example file and print sharing) are available through the remote access connection. With the Virtual private network (VPN) server option, the Routing and Remote Access server operates in the role of a VPN server that supports remote access and router-to-router VPN connections. For eample, remote access VPN connections, users run VPN client software and dial a remote access connection to the server. The router confioguration section has the same effect as a normal router confoguration, the Routing and Remote Access server operates in the role of a router that supports LAN and demand-dial routing. As a router, the Routing and Remote Access service forwards IP, IPX, or AppleTalk packets from one network segment to another by referring to an IP, IPX, or AppleTalk routing table. The routing table can be manually or dynamically configured by using routing protocols. These routing protocols allow routers to send routing information to each other, maintaining the routing table so that it reflects the current topology of the internetwork. After getting your RRAS services configured, you can administer them by using the RRAS admin program which appears very much like a normal MMC snap in which provides various features useful for configuring and monitoring your RRAS workstation. Alternativly you can run the COPYADMN.CMD batch file to copy the administration program and files to a networked station to allow remote administration.


	As you can see RRAS is a very robust service which proviced numerous features and services to your network, as well as security by providing  Secure Virtual Private Networks over the Internet as well as Enhancing security by restricting traffic to only Point to Point Tunneling Protocol packets or even Integrating with Microsoft's Proxy Server for enhanced security and performance. Although RRAS is very comprehensive in it's services it still must grow to include a wider variety of protocols and greater functionality, for example Proxy APR has not been implemented. Proxy ARP is perfect for small networks and for networks that must be subnetted and secured. If it were implemented, it would allow enhanced filtering and greater security for small networks that have network servers on the same subnet as the clients. Further, it allows networks to be expanded or divided without reconfiguring the network clients, making a network manager’s job simpler. Overall RRAS will provide the same if not more functionality than any router could, and because it is intergrated directly into Windows2000 it provides a much cheaper alternative to physical routers. Because RRAS is software based it allows for a graphial user interface which can be used to control every aspect of the routing service, much more easily than a hardware based router. RRAS supports a number of protocols including OSPF, the most commonly used protocol in networks. RRAS can also provide more dynamic enhanced security for your network. It appears as if RRAS may be the end of traditional hardware based routers.
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